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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for 
information purposes only, and may not be incorporated into any contract. It is not a 
commitment to deliver any material, code, or functionality, and should not be relied upon 
in making purchasing decisions. The development, release, and timing of any features or 
functionality described for Oracle’s products remains at the sole discretion of Oracle.
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Overview of Primavera Cloud Technology

ÅOracle Identity Management

ïOracle Access Manager (OAM) – OAM is an access management application used to protect Primavera 
Cloud Applications

ïOracle Identity Manager (OIM) – OIM is an identity management application that can be used for 
advanced administration tasks for Primavera Cloud

ïOracle Internet Directory (OID) – OID is the directory store that maintains users and groups. All user 
information for Primavera Cloud is stored in OID

ÅPrimavera Cloud Administration – Primavera Cloud Administration is the primary 
application with which you will administer users in your cloud environment.

What is Used in the Primavera Cloud?
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Overview of Primavera Cloud Technology

ÅOracle Identity Management enables organizations to effectively manage the end-to-end 
lifecycle of user identities across all enterprise resources, both within and beyond the firewall 
and into the cloud. The Oracle Identity Management platform delivers scalable solutions for 
identity governance, access management and directory services. It helps organizations 
strengthen security, simplify compliance and capture business opportunities around mobile and 
social access. 

ÅOracle Identity Management is a member of the Oracle Fusion Middleware family of products.

ÅPrimavera Cloud utilizes Oracle Internet Directory, Oracle Access Manager, and Oracle Identity 
Manager

ÅLearn more: http://www.oracle.com/technetwork/middleware/id-mgmt/overview/index.html

What is Oracle Identity Management?
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Overview of Primavera Cloud Technology

ÅOracle Internet Directory is an LDAP v3 compliant directory with meta-directory capabilities. It is built on Oracle 
database and is fully integrated into Oracle Fusion Middleware and Oracle Applications. Similar to ODSEE, OID is also 
proven with large deployments in carrier and enterprise environments.

ÅAn online directory that stores and retrieves collections of information about objects. The information can represent 
any resources that require management, for example: Employee names, titles, and security credentials 

ï The information in the directory is available to different clients, such as single sign-on solutions, email clients, and database applications. Clients 
communicate with a directory server by means of the Lightweight Directory Access Protocol (LDAP). Oracle Internet Directory is an LDAP directory 
that uses an Oracle Database for storage.

ÅOID is where Primavera Cloud stores the directory of users for your company. These users may ultimately have access 
to one or more Primavera Cloud applications depending upon what is configured in OIM.

ÅLearn more: 

ï http://www.oracle.com/technetwork/middleware/id-mgmt/overview/index-082035.html

ï https://docs.oracle.com/cd/E12839_01/oid.1111/e10036/basics_02_oid_what.htm

What is Oracle Internet Directory?
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Overview of Primavera Cloud Technology

ÅOracle Access Management provides services that complement traditional access management capabilities. For example, adaptive 
authentication, federated single-sign on (SSO), risk analysis, and fine-grained authorization are extended to mobile clients and
mobile applications, and Access Portal allows customers to build their own private cloud SSO services. 

ïAccess Management’s server-side services hosted in Oracle WebLogic Server.

ïAccess Management’s first-line-of-defense interceptors and filters (Access Management WebGates, and Web Services and API 
Gateway)

ïMobile and Social service client SDK, installed on mobile devices.

ïEnterprise SSO Suite installed on PCs (desktops and laptops).

ïWeb Services Manager’s client agents embedded in web services or applications sending requests to web services providers in 
the Application Tier.

ïDirectory services may alternatively be deployed in the Data Tier (Oracle Directory Services are not part of OAM Suite).

ÅOracle Access Manager is what protects the Primavera Cloud Portal. Users must authenticate through the Access Manager to access 
the portal for launching Primavera Applications.

Å Learn More: http://www.oracle.com/technetwork/middleware/id-mgmt/overview/index-090417.html

What is Oracle Access Manager?
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Overview of Primavera Cloud Technology

1. User will connect to an Oracle HTTP Server that 
acts as a proxy plugin for WebLogic and 
applications hosted in WebLogic

2. The Oracle HTTP Server will be configured to proxy 
request for Primavera web applications deployed 
on WebLogic

3. The Oracle HTTP Server will be configured with an 
Access Manager webgate that will intercept the 
request first and direct the user to an 
authentication scheme the application is 
configured to use. Once authenticated, it will 
redirect back to the Oracle HTTP Server (and 
ultimately the requested application since the 
Oracle HTTP Server is proxying requests to 
WebLogic)

What is Oracle Access Manager?
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Overview of Primavera Cloud Technology

ÅOracle Identity Manager is an enterprise identity management system that automatically 
manages users' access privileges within enterprise IT resources. Its flexible architecture easily 
handles the most rigorous IT and business requirements -- without requiring changes to existing 
infrastructure, policies or procedures.

ÅOracle Identity Manager is designed to manage user access privileges across all of a firm's 
resources, throughout the entire identity management lifecycle -- from initial creation of access 
privileges to dynamically adapting to changes in business requirements. Because of Identity 
Manager's design, enterprises can incorporate necessary business changes at minimal cost, 
while avoiding enforced customization that might be necessary with other provisioning systems.

ÅLearn more: http://www.oracle.com/technetwork/middleware/id-mgmt/overview/index-
098451.html

What is Oracle Identity Manager?
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Primavera Cloud Security

ÅA Service Provider (SP)provides Web Services and relies on a trusted Identity Provider 
(IdP) or Security Token Service (STS) for authentication and authorization. 

ïServices Providers can be Application Service Providers, Storage Service Providers, or Internet Service 
Providers.

ïThis is where Cloud Applications reside

ÅAn Identity Provider (IdP), is an online service/website that authenticates users on the 
Internet using security tokens (such as SAML 2.0). Service Providers depend on an IdP or 
STS for user authentication. An example of this could be where a website (example: 
YouTube) allows users to log in with Google/Gmail credentials and Google acts as an 
identity provider. Google verifies that the user is an authorized user and returns 
information to the website – (example: username and email address). 

What are Service Providers and Identity Providers?
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Primavera Cloud Security

ÅOracle SSO

ïThis is the standard security offered with Primavera Cloud out-of-the-box. Oracle Cloud is SP and IdP

ÅIdentity Federation with SAML 2.0

ïOracle Cloud is SP, customer or third party is IdP

Two Types of Security Available

14

Standard User Federated User

Service Provider Oracle Oracle

Identity Provider Oracle Customer/Third Party
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Primavera Cloud Security

ÅOracle Cloud is SP and IdP

ÅOut-of-the-box configuration for Primavera Cloud

Oracle SSO Security

15



Copyright © 2016, Oracle and/or its affiliates. All rights reserved.  |

Primavera Cloud Security

ÅOracle Cloud is SP

ÅCustomer or third party is IdP

Identify Federation with SAML 2.0
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Primavera Cloud Security

ÅA federated identity is the means of linking a person's electronic identity and attributes, 
stored across multiple distinct identity management systems

ÅSSO is a subset of federated identity management in which a user's single 
authentication ticket, or token, is trusted across multiple IT systems or organizations

ÅCentralized identity management was originally created to manage user and data 
security within same network

ÅNow, more users are accessing external systems out of their control

ÅGoal of identity federation is to enable users of one domain to securely access external 
data or systems seamlessly, and without the need for completely redundant user 
administration.

Identify Federation with SAML 2.0 –Overview 
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Primavera Cloud Security

End user does not need to log in again to access a remote entityÅ

Users authenticate at their local sites, and the federation mechanism enables this information Å
to be shared with Primavera Cloud Service

User credentials stored locally at customer LDAP store or third partyÅ

Users can login into various cloud apps with same IdPÅ

Oracle does not authenticate any user. Authentication handled by IdPÅ

Uses various service providersÅ

Technologies user for Identity Federation include Security Assertion Markup Language (SAML)Å

SAML is an XML based languageï

Identify Federation with SAML 2.0 –Overview 
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Primavera Cloud Security

ÅWhen a user attempts to log in to a Primavera Application utilizing a federated 
authentication scheme with SAML, the following processes occur:

1. The application sends an authentication request.

2. The authentication request is intercepted by SSO to enter their login information.

3. The user is authenticated against the IdP.

4. After the user is authenticated, the IdP redirects to the Service Provider (SP) with the SAML assertion.

5. The SP parses the SAML assertion and sets the authentication header.

6. WebLogic reads the header and sets the authentication cookie.

7. The application reads the cookie and establishes a session.

8. The user is logged in to the application.

Identify Federation with SAML 2.0 –Overview 
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Primavera Cloud Security
Identify Federation with SAML 2.0 –Overview 
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Primavera Cloud Security
Identity Federation –Account Linking
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Primavera Cloud Security

End user experienceÅ

SAML provides the ability for users to access multiple applications with a single set of credentials entered once using Singlï e Sign 
On (SSO). No need to manage/remember multiple logins/passwords

Mobile device accessï

Platform neutrality ï - supported on multiple platforms independent of hardware

IT administrationÅ

Password in one location (local password management). Since password is stored in one location there is no replication of theï
password

Quick provisioning/deprovisioning. Just one place to provision/deprovisionï

Loose coupling of directories ï – SAML doesn’t require user info to be maintained, no synchronizing between directories

SecurityÅ

User password does not get passed to the applicationï

Mitigation of potential threats/ vulnerabilities associated with passwordsï

Identity Federation - Benefits
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Primavera Cloud Security

ÅAvailable for new or existing customers

ÅUser creation must still be done through Cloud Admin Application to establish account 
linking and basic identity for the SP and allow provisioning into the Primavera Cloud 
applications

ÅUsernames on Oracle side must be standardized to match your environment

ÅTo implement, provide Oracle (via SR for existing customers) with the info requested in 
the following KM:

ïEnabling Federated Identity Single Sign-On (SSO) Through SAML 2.0 For Primavera 
Products Hosted In Oracle Cloud (Doc ID 2087067.1)

Identify Federation with SAML 2.0 –Enabling
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Primavera Cloud Administration

Accessible by any active userÅ

Contains links to:Å

ïPrimavera Applications: Primavera Gateway, Primavera Prime, P6 Professional, P6 
Team Member, P6 EPPM, Analytics, Primavera Unifier, and Primavera Cloud 
Administration

Fusion Middleware Applications: BI Publisher, BPM, Oracle Business Intelligence EE, ï
and Oracle Identity Manager

Web Services URLs, Tutorials, Admin Docsï

Cloud Portal
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Primavera Cloud Administration

ÅWhen attempting to login, users must authenticate through the Access Manager

Cloud Portal

26
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Primavera Cloud Administration
Cloud Portal
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Primavera Cloud Administration

ÅOnly licensed applications are displayed

ÅAll users can click all links, regardless of provisions, but must be assigned 
correct roles and account instances to access/use the application

ïFor example: P6 users can click the Unifier link, but cannot login if only provisioned 
for P6.

ÅIntended to be a common launch page for all users in your company

ïFor example: For customers with P6 and Unifier, users and can go to one launch portal 
to login to both apps.

Cloud Portal
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Primavera Cloud Administration

ÅWhat?

ïActs as a front end to OIM

ÅWhy?

ïMuch more intuitive and user friendly way to manage users than OIM

ïCustomers had issues provisioning users in bulk in OIM

ïNo audit trail in OIM

ÅWhen?

ïFirst released in June 2015

ÅStarted with 15.1 release

ÅImprovements made in 15.2 and 16.1

Cloud Admin Application –Overview
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Primavera Cloud Administration

ÅNew in 15.2

ïRemove provisions from a user account

ïManage provisions for multiple users

ïUnlock users

ïDisable users

ÅNew in 16.1

ïQuick filters to view user status

ïManage password policy directly, rather than in OIM

ïConfigure and assign single Password Policy to multiple organizations

Cloud Admin Application –Overview
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Primavera Cloud Administration

ÅContains a table and a details pane

ÅTable: Perform all tasks except viewing provisioning assignments in table 
(use Pane)

ÅTable can be filtered by: All, Unprovisioned, Modified, Failed, Disabled, 
Locked

ÅDetails Pane: When a user is selected, you can alternate between the Roles 
tab and the Application Instances tab to view all of the provisions assigned 
to the user.

Cloud Admin Application –Overview
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Primavera Cloud Administration

ÅUsers can only be deleted if they have not been saved. Once saved, the users cannot be deleted 
from the Cloud Admin Application (but you can Disable the user and/or remove provisions).

ÅCancel button resets all of the progress that you have made in the table that has not been 
uploaded to Oracle Identity Manager during your current session

ÅWhen filtered by Modified, table displays users modified in current session that have not been 
saved, i.e. uncommitted changes

ÅWhen filtered by Unprovisioned, table displays all users created in OIM but not provisioned to 
any Primavera Application

ÅUsers in the Cloud Admin Application do not have same privileges as OIM

ïExample: Change password, delete user

Cloud Admin Application –Overview
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Primavera Cloud Administration
Cloud Admin Application –Overview
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Primavera Cloud Administration

ÅAdministrative tasks:

ïCreate new users

ïProvision/Deprovision users

ïUnlock users

ïReset passwords

ïEnabling/Disabling Users

ïView user information

ïView user provisioning assignments

Cloud Admin Application –Overview
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Primavera Cloud Administration

ÅCreate users individually using the table

ïBegin typing in Last Name field to add

ÅCreate users in bulk via import

ÅNo default password for new users

ïThis application does not set the password. Once user is created/provisioned, admin clicks 
Reset Password button to generate random password, which notifies user via email with link 
to login with random password.

ÅIf first login for user, user directed through workflow of setting security questions /resetting 
password

Cloud Admin Application –Creating Users
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Primavera Cloud Administration

Custom MS Excel template to import multiple usersÅ

Either import a custom import template or exported changes from a previous sessionÅ

Template is a CSV file that you can download from the application, add user information and provisioning Å
assignments locally, and then import that information to your table

Required Fields: Last Name, First Name, Email, User Name Organization, User TypeÅ

Select Provisions for Template displayed when downloadingÅ

You can use the Select Provisions for Template dialog box to add a column to your template for each of the provisioning ï
assignments that you select. Each column is associated with a single provisioning assignment, has the same name as the role or 
application instance that it represents, and is prepended with either #R# for role or #A# for application instance. For example, if 
you selected the BIAuthors role and PrimaveraP6 application instance in the Select Provisions for Template dialog box, two 
columns called #R#BIAuthors and #A#PrimaveraP6 will appear in the template.

Do not modify anything other than provisionsÅ

Cloud Admin Application –Importing Users
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Primavera Cloud Administration

ÅProvisioning is the process by which you authorize specific employees in your organization to access specific Primavera Cloud
applications

ÅOrganizations will be set up in OIM and are required for provisioning

ÅTwo types: Roles and Accounts. Users need combination of both

ÅAccounts (Application Instances): Examples: P6 Account Instance, Primavera Unifier Application Instance

ÅRoles:

Cloud Admin Application –Provisioning Users
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Primavera Application Roles

P6 EPPM BI Consumer, BI Author, BPM Project Viewer, BPM Project Creator

Unifier BI Consumer, BI Author

Prime Primavera Users, Partner Users

Analytics p6rdbuser, BI Administrator

Gateway Primavera Gateway Admin, Primavera Gateway Developer, Primavera Gateway User

Cloud Admin Application Primavera Cloud Admin
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Primavera Cloud Administration

ÅSelect Provisions dialog box contains two columns. The left column contains all of the roles and account instances 
that have not been assigned to a user and the right column represents all of the roles and application instances that 
have been assigned to a user. When provisioning a user, you will click the Manage Provisions button, move roles and 
application instances between the left column and the right column, and then save

Cloud Admin Application –Provisioning Users
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Primavera Cloud Administration

ÅProvision users in bulk by selecting multiple checkboxes on left then clicking Manage 
Provisions

ÅDepending on the number of users selected prior to opening the Manage Provisions 
dialog box, the following icons will display next to a role or application instance name:

ï All Users Provisioned: All of the previously selected users have been provisioned 
with the role or application instance.

ï Provision Selected Users: A number of users, less than all of them, that have been 
provisioned with the role or application instance.

Cloud Admin Application –Provisioning Users
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Primavera Cloud Administration

ÅWhen user accounts become locked, users will be unable to log in to any of their applications 
until an administrator unlocks them. 

ÅThe most common reasons why users become locked out of their accounts are that they 
attempt to log in with an incorrect password too many times or they do not reset their 
password and let it expire.

ÅTo unlock: Select user and click the Unlock button within gear menu on left

ÅUnlocking does not reset the password. Resetting a user’s password doesunlock the user

ïWould never need to do both

ÅUsers cannot be locked manually

ïAdmins can set user to Disabled (for example: if going on sabbatical)

Cloud Admin Application –Unlocking Users

40



Copyright © 2016, Oracle and/or its affiliates. All rights reserved.  |

Primavera Cloud Administration

ÅNo notification for unlocking. User must be notified outside of the application.

ïWhen a user password is reset, an email will be sent to the user with a 
temporary password. Upon using a temporary password to log in with Oracle 
Access Manager, users are required to update their passwords.

ÅUsers can “unlock” themselves by resetting password (clicking forget password, 
entering security questions, resetting password)

ïIf admin unlocks, the user can login immediately

ïIf user resets password to “unlock”, user must wait 5 minutes before logging in

Cloud Admin Application –Unlocking Users
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Primavera Cloud Administration

ÅTo reset, select the user and click Reset Password button

ÅUser receives email with temporary password

ÅUser logs in with temporary password and is prompted to change password

ÅResetting the password also unlocks locked user

Cloud Admin Application –Resetting Password
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Primavera Cloud Administration

To Enable or Disable, select the user and click Enable or Disable buttonÅ

No email is sent to notify the user of a change in statusÅ

Users must be notified manually outside of the applicationï

Enabled users can login to any applications they are provisioned forÅ

Disabled users Å Ŏŀƴƴƻǘlogin to any application

Cloud Admin Application –Enabling/Disabling Users
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Primavera Cloud Administration

ÅNotifications display in the UI after attempting to save any changes made to the 
cloud

ÅFor each notification, you can:

ïView the number of days since the notification was sent to the account

ïView the number of users that were saved to the cloud

ïView the number of users that failed to be saved to the cloud

ïExport a log with the information about users who have failed to be saved to the 
cloud

ïDownload a log file that contains information about the saving process

Cloud Admin Application –Notifications 
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Primavera Cloud Administration

ÅExample: When adding user, notification displays in lower right

Then in upper right once task completes

Cloud Admin Application –Notifications 
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Primavera Cloud Administration

ÅOracle Learning Library

ï5 Minutes with Oracle Primavera Cloud - Managing Users with the Administration Application 15.2
https://www.youtube.com/watch?v=op8VpaCSmgU

ÅUser Productivity Kits

ï15.2 UPK: 
http://www.oracle.com/webfolder/technetwork/tutorials/primavera/NewFeatures/Other/CloudApp15.2NF/index
.html

ï15.1 UPK: 
http://www.oracle.com/webfolder/technetwork/tutorials/primavera/OnlineLearning/Tutorials/CloudUsers/index.
html

ÅCloud Service Administrator's Guide on OTN:

ï15.2: http://docs.oracle.com/cd/E65617_01/English/admin/cloud_service_administrators_guide.pdf

ï16.1: http://docs.oracle.com/cd/E68469_01/index.htm

Cloud Admin Application –Learn More
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Primavera Cloud Administration

ÅLog into Oracle Identity Manager (OIM) from cloud portal

ÅEdit user attributes (Name, Email, Manager, etc.)
ÅRecommended not to change User Login or Organization 

ÅReset Challenge Questions

ÅChange Password

ÅRemove User Accounts

ÅCreate Partner Companies and Partner Users

Advanced Identity Management
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Primavera Cloud Administration

ÅLogin as Admin

Advanced Identity Management –Edit User Attributes
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Primavera Cloud Administration
Advanced Identity Management –Edit User Attributes

49



Copyright © 2016, Oracle and/or its affiliates. All rights reserved.  |

Primavera Cloud Administration
Advanced Identity Management –Edit User Attributes
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ÅChanging a user's Organization or User Login can result in provisioning errors that will prevent the user 
from accessing their account
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Primavera Cloud Administration

ÅAny user can login to change password or challenge questions

Advanced Identity Management –Change Password or Challenge Questions
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Primavera Cloud Administration
Advanced Identity Management –Change Password or Challenge Questions
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Primavera Cloud Administration

ÅLogin as Admin

Advanced Identity Management –Remove User Accounts
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Primavera Cloud Administration
Advanced Identity Management –Remove User Accounts
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Primavera Cloud Administration

ÅPrerequisites

ïThe Customer has a "partner admin" user login in order to be able to create partner 
companies

ïThe username and password have been included in the Welcome letter sent to new 
Customers

ïCustomers have active Company Admin Login
ÅNote: If you have not received a partner username and password, you can submit a Service Request 

in My Oracle Support

ÅOnly for Unifier

Advanced Identity Management –Creating Partner Companies/Users
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Primavera Cloud Administration

Step Å 1: Create the partner company in Unifier and associate the partner company to a base company

Advanced Identity Management –Creating Partner Companies/Users
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Primavera Cloud Administration

ÅOrganization Name must match company created in Unifier

Advanced Identity Management –Creating Partner Companies/Users
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Primavera Cloud Administration

ÅTo create a Partner User

1. Add the user in the Cloud Admin Application via the table or via import

2. Provision the user with the necessary account and role for Unifier

3. Add the user to Unifier by logging in as company admin, going to Company 
Workspace, and adding Partner User

Advanced Identity Management –Creating Partner Companies/Users
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Primavera Cloud Administration

ÅChanging the default password policy to match your corporate password policy 

ïNow available in 16.1

ÅModifying the automatically-generated email notification that is sent to users when 
their account is provisioned or their password is reset

ÅChanging the Authorization Codes in an application

ïIf you change the Authorization Code in your application and do not submit a Service Request in My 
Oracle Support, you will experience provisioning errors

ÅChanging Partner license counts and allocations

Actions that Require a Service Request (SR)
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